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(ii) Address methods for the deposi-
tary bank to conduct due diligence as 
set out in § 233.6(b)(2)(ii)(B) in the event 
that the depositary bank has actual 
knowledge that an existing commercial 
customer engages in an Internet gam-
bling business; and 

(iii) Include procedures to be followed 
if the depositary bank has actual 
knowledge that a commercial customer 
of the depositary bank has deposited 
checks that are restricted trans-
actions, such as procedures that ad-
dress— 

(A) The circumstances under which 
check collection services for the cus-
tomer should be denied; and 

(B) The circumstances under which 
the account should be closed. 

(2) The policies and procedures of a 
depositary bank that receives checks 
for collection from a foreign banking 
office are deemed to be reasonably de-
signed to identify and block or other-
wise prevent or prohibit restricted 
transactions if they include procedures 
to be followed by the depositary bank 
when it has actual knowledge, obtained 
through notification by a government 
entity, such as law enforcement or a 
regulatory agency, that a foreign bank-
ing office has sent checks to the depos-
itary bank that are restricted trans-
actions. Such procedures may address 
sending notification to the foreign 
banking office, such as in the form of 
the notice contained in the appendix to 
this part. 

(f) Money transmitting business exam-
ples. The policies and procedures of an 
operator of a money transmitting busi-
ness are deemed to be reasonably de-
signed to identify and block or other-
wise prevent or prohibit restricted 
transactions if they— 

(1) Address methods for the operator 
to conduct due diligence in estab-
lishing a commercial customer rela-
tionship as set out in § 233.6(b); 

(2) Address methods for the operator 
to conduct due diligence as set out in 
§ 233.6(b)(2)(ii)(B) in the event that the 
operator has actual knowledge that an 
existing commercial customer engages 
in an Internet gambling business; 

(3) Include procedures regarding on-
going monitoring or testing by the op-
erator to detect potential restricted 
transactions, such as monitoring and 

analyzing payment patterns to detect 
suspicious payment volumes to any re-
cipient; and 

(4) Include procedures when the oper-
ator has actual knowledge that a com-
mercial customer of the operator has 
received restricted transactions 
through the money transmitting busi-
ness, that address— 

(i) The circumstances under which 
money transmitting services should be 
denied to that commercial customer; 
and 

(ii) The circumstances under which 
the commercial customer account 
should be closed. 

(g) Wire transfer system examples. The 
policies and procedures of the bene-
ficiary’s bank in a wire transfer are 
deemed to be reasonably designed to 
identify and block or otherwise prevent 
or prohibit restricted transactions if 
they— 

(1) Address methods for the bene-
ficiary’s bank to conduct due diligence 
in establishing a commercial customer 
account as set out in § 233.6(b); 

(2) Address methods for the bene-
ficiary’s bank to conduct due diligence 
as set out in § 233.6(b)(2)(ii)(B) in the 
event that the beneficiary’s bank has 
actual knowledge that an existing com-
mercial customer of the bank engages 
in an Internet gambling business; 

(3) Include procedures to be followed 
if the beneficiary’s bank obtains actual 
knowledge that a commercial customer 
of the bank has received restricted 
transactions through the wire transfer 
system, such as procedures that ad-
dress 

(i) The circumstances under which 
the beneficiary bank should deny wire 
transfer services to the commercial 
customer; and 

(ii) The circumstances under which 
the commercial customer account 
should be closed. 

§ 233.7 Regulatory enforcement. 
The requirements under this part are 

subject to the exclusive regulatory en-
forcement of— 

(a) The Federal functional regu-
lators, with respect to the designated 
payment systems and participants 
therein that are subject to the respec-
tive jurisdiction of such regulators 
under section 505(a) of the Gramm- 
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Leach-Bliley Act (15 U.S.C. 6805(a)) and 
section 5g of the Commodity Exchange 
Act (7 U.S.C. 7b–2); and 

(b) The Federal Trade Commission, 
with respect to designated payment 
systems and participants therein not 
otherwise subject to the jurisdiction of 
any Federal functional regulators (in-
cluding the Commission) as described 
in paragraph (a) of this section. 

APPENDIX A TO PART 233—MODEL 
NOTICE 

[Date] 
[Name of foreign sender or foreign banking 

office] 
[Address] 
Re: U.S. Unlawful Internet Gambling Enforce-

ment Act Notice 
Dear [Name of foreign counterparty]: 

On [date], U.S. government officials in-
formed us that your institution processed 
payments through our facilities for Internet 
gambling transactions restricted by U.S. law 
on [dates, recipients, and other relevant in-
formation if available]. 

We provide this notice to comply with U.S. 
Government regulations implementing the 
Unlawful Internet Gambling Enforcement 
Act of 2006 (Act), a U.S. federal law. Our poli-
cies and procedures established in accord-
ance with those regulations provide that we 
will notify a foreign counterparty if we learn 
that the counterparty has processed pay-
ments through our facilities for Internet 
gambling transactions restricted by the Act. 
This notice ensures that you are aware that 
we have received information that your in-
stitution has processed payments for Inter-
net gambling restricted by the Act. 

The Act is codified in subchapter IV, chap-
ter 53, title 31 of the U.S. Code (31 U.S.C. 5361 
et seq.). Implementing regulations that dupli-
cate one another can be found at part 233 of 
title 12 of the U.S. Code of Federal Regula-
tions (12 CFR part 233) and part 132 of title 31 
of the U.S. Code of Federal Regulations (31 
CFR part 132). 

PART 234—DESIGNATED FINAN-
CIAL MARKET UTILITIES (REGULA-
TION HH) 

Sec. 
234.1 Authority, purpose, and scope. 
234.2 Definitions. 
234.3 Standards for payment systems. 
234.4 Standards for central securities de-

positories and central counterparties. 
234.5 Changes to rules, procedures, or oper-

ations. 
234.6 Access to Federal Reserve Bank ac-

counts and services. 

234.7 Interest on balances. 

AUTHORITY: 12 U.S.C. 5461 et seq. 

SOURCE: 77 FR 45919, Aug. 2, 2012, unless 
otherwise noted. 

§ 234.1 Authority, purpose, and scope. 
(a) Authority. This part is issued 

under the authority of sections 805, 806, 
and 810 of the Dodd-Frank Wall Street 
Reform and Consumer Protection Act 
(Dodd-Frank Act) (Pub. L. 111–203, 124 
Stat. 1376; 12 U.S.C. 5464, 5465, and 5469). 

(b) Purpose and scope. This part estab-
lishes risk-management standards gov-
erning the operations related to the 
payment, clearing, and settlement ac-
tivities of designated financial market 
utilities. The risk-management stand-
ards do not apply, however, to a des-
ignated financial market utility that is 
a derivatives clearing organization reg-
istered under section 5b of the Com-
modity Exchange Act (7 U.S.C. 7a–1) or 
a clearing agency registered with the 
Securities and Exchange Commission 
under section 17A of the Securities Ex-
change Act of 1934 (15 U.S.C. 78q–1), 
which are governed by the risk-man-
agement standards promulgated by the 
Commodity Futures Trading Commis-
sion or the Securities and Exchange 
Commission, respectively, for which 
each is the Supervisory Agency (as de-
fined below). In addition, this part sets 
out requirements and procedures for a 
designated financial market utility 
that proposes to make a change to its 
rules, procedures, or operations that 
could materially affect the nature or 
level of risks presented by the des-
ignated financial market utility and 
for which the Board is the Supervisory 
Agency. 

EFFECTIVE DATE NOTE: At 78 FR 76979, Dec. 
20, 2013, § 234.1 was amended by revising para-
graph (b), effective Feb. 18, 2014. For the con-
venience of the user, the revised text is set 
forth as follows: 

234.1 Authority, purpose, and scope. 

* * * * * 

(b) Purpose and scope. This part establishes 
risk-management standards governing the 
operations related to the payment, clearing, 
and settlement activities of designated fi-
nancial market utilities. In addition, this 
part sets out requirements and procedures 
for a designated financial market utility 
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